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Exhibit 3 illustrates the waste of resources associated with RAID systems as 

compared to a dispersal system from Cleversafe, using a 30 terabytes of usable 

storage as an example. With RAID, total raw storage after copying and parity, is 

117 TB, while the same 30 TB only accounts for 48TB in raw storage using 

dispersal.  

In addition, the number of servers needed for the Cleversafe solution is 

significantly less, translating to less overhead costs, decreased management 

resources and reduced time allotted to data management; this results in a more 

streamlined overall storage solution scheme for IT managers. In the example 

above, 39 servers are required for the replication solution, while only 16 servers 

are needed with Cleversafe. 

Security constraints 
Dispersal using Cleversafe also provides unique security advantages over copy-

based systems. Since IDAs never store all the data at any one single location, the 

potential for theft or data compromise is unrecognized.  

A backup system based on IDAs can be configured to disperse data to any 

number of Slicestors servers, identified by p, which can sustain up to m 

simultaneous failures without data loss. Even if an attacker gained access to 

multiple Slicestors, access to the data will not occur until at least p-m of the 

devices are compromised. In a copy-based system, attacking a single 

server would yield the entire data. Some organizations encrypt data to secure it, 

but even encrypted customer data that is lost or stolen requires the company to 

make a disclosure announcement. That is not the case with dispersed data. 
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The efficiency of dispersal 
One of the biggest benefits to dispersed storage and the Cleversafe system is its 

efficiency: the storage overhead is equal to p/(p-m).  

Based on this, securely storing 1 GB of data would typically require just 1.6 GB of 

total storage across all devices (in a 16 wide, 16 Slicestors, with a threshold of 

10) in a system that could simultaneously lose 6 servers without losing data. 

Supporting just four simultaneous failures under a copy-based system would 

require making five separate copies, which would use more than 5 GB of storage. 

So, Cleversafe offers the best of both worlds: more reliability than copy-based 

storage and more efficiency than parity-based systems. 

Another advantage to Cleversafe’s systems is its self-healing nature. If a 

dispersed storage slice somehow becomes corrupted or destroyed, an automated 

data integrity checking process identifies the corrupted data and can rebuild all 

data contained in the missing slice by using the data in available slices. 

Cleversafe features 
As a new storage paradigm, dispersed storage offers many unique and much 

needed features. 

• Configurable and flexible storage. With unlimited Slicestors allowed per 

dsNet, Cleversafe’s grid architecture has extreme scalability. Companies can 

add capacity based on unique storage requirements with an unlimited upper 

end to storage. 

• Geographic Dispersal. Slicestors can be deployed in a single rack or 

geographically distributed around the world, allowing the utmost in flexibility 

and reliability. 

• Unique rebuilding and data integrity checking technologies. A Cyclic 

Redundancy Check (CRC) for the initial data and Signature Based algorithm for 

sliced data ensures 100% data integrity throughout the system.  

• No data redundancy. With Cleversafe’s proven dispersed storage technology, 

there is no duplication of data stored within the dsNet, reducing overall storage 

and bandwidth costs. 

•  iSCSI protocol. iSCSI allows Cleversafe clients to send commands to a dsNet 

using a standard storage protocol. For example, in Windows with an iSCSI 

initiator, a dsNet can appear as a local hard drive to any application.  
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• dsNet monitoring calculations and statistics. The out-of-band dsNet Manager 

combines with the leading open source monitoring appliance, Zenoss, to 

provide dsNet calculations and statistics, like authentication attempts, load, 

memory, stress level, memory buffers, CPU usage, disk space availability, 

transaction, read and write counts. 

• Pluggable authentication. Cleversafe uses a JAAS authentication API, so any 

authentication system can be plugged in, catering to even the most 

sophisticated security requirements. Internally, the Linux PAM and Always 

Authenticate mechanism is the default for a dsNet. 

• Data scrambling. Cleversafe’s dsNet transforms all data being ingested from 

the source, as opposed to slicing data by sequential format, providing an extra 

measure of security and privacy. 

• Web-Based dsNet configuration. The dsNet configuration and installation is 

completed using a web-based interface, speeding time-to-serve and reducing 

man-hours dedicated to digital asset management. 

Cleversafe Benefits 
The Cleversafe system offers significant advantages over traditional storage 

systems, such as: 

Scalability 
Cleversafe’s dsNets have been designed from the ground up to be massively 
scalable and address today’s challenges of growing digital assets. And since 
Cleversafe’s grid-based architecture has no centralized servers, capacity and 
performance can be scaled independently to meet specific business requirements. 

Security and reliability 
Cleversafe’s dsNets can withstand multiple hardware or storage location failures, 
and still keep data secure and easily accessible. With a dsNet, data transmission 
and storage are private and secure. Since no single complete copy of data is on 
any one server, only one subset of the slices is required to perfectly retrieve and 
reassemble stored data. 

Longevity 
Cleversafe’s unique rebuilding and data integrity checking technologies allows 
expansion and upgrade of networks without taking them down. dsNets are fault 
tolerant, meaning seamless access to data—even when some systems are down. 
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Cost-effectiveness 
Overhead in a dsNet can be one-third to one-fifth that of comparable copy-based 
architectures, translating into significant cost reductions in hardware, bandwidth, 
management, power and space. What’s more, Cleversafe uses standard, off-the-
shelf components and energy-efficient high-capacity disk drives to develop 
dsNets that are not locked into a specific technology. 

 

Summary 
Cleversafe offers a superior alternative to traditional storage systems based on 

replication and parity, one that provides more security, less overhead and more 

flexibility by using IDAs to slice and disperse data across networks that can be 

situated on a single rack or throughout the world. With the explosion of digital 

data driven by individuals creating, storing and sharing content, organizations 

will be looking to new storage methods for efficiently managing growth, 

protecting critical digital assets and efficiently distributing data to the end clients. 

Those organizations will do well to look at Cleversafe.  
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